
 
 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 



 

 
 

 

 



 

  
 

 

 

 

 

 

Di setiap network devices 

ON ALL NETWORK ALL DEVICES 
Ip domain-name lksn2022.id 

Enable secret Skills39 

Username admin privilege 15 secret admin 

Jika ada konfigurasi ipv6 maka tambahkan → ipv6 unicast routing 

 

 

 

 

       

 

 

 

 

 

 
 
 

 

 

 

 

 

 



 

 

 

 

 
 

 

 

Point nomor 1 dan 2 L2 Configuration 
 

 

ON SW1 
Int r f0/23-24 

Channel-group  1 mode active 

Int po1 

Switchport mode trunk 

Int f0/4 

Switchport mode trunk 

Int f0/22 

Switchport mode trunk 

 

ON SW2 
Int r f0/23-24 

Channel-group  1 mode passive 

Int po1 

Switchport mode trunk 

Int f0/4 

Switchport mode trunk 

Int f0/22 

Switchport mode trunk 

 

ON SW3 
Int r f0/21-22 

Switchport mode trunk 

 

Point nomor 3 dan 4 L2 Configuration 

 
ON SW1 

vtp version 2 

vtp mode server 

vtp domain wsc2022.id 

vtp password Skills39 

vlan 10 

name HQ10 

vlan 20 

name HQ20 

 

ON SW2 
vtp version 2 

vtp mode client 

vtp domain wsc2022.id 

vtp password Skills39 

 

ON SW3 
vtp version 2 

vtp mode client 



 

vtp password wsc2022.id 

vtp password Skills39 

int f0/1 

switchport access vlan 10 

int f0/2 

switchport access vlan 20 

 

 

Point nomor 5 L2 Configuration 
ON SW1 

Spanning tree vlan 10 root primary 

Spanning tree vlan 20 root secondary 

 
ON SW2 

Spanning tree vlan 20 root primary 

Spanning tree vlan 10 root secondary 

 

Point nomor 6 dan 7 L2 Configuration 
ON SW3 

Int f0/1 

Spanning-tree bpguard enable 

Spanning-tree mode portfast 

Int f0/2 

Spanning-tree bpguard enable 

Sppaning-tree  mode portfast 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

    
 

 

 

 
 

 

 

 

Point 2 L3 CONFIGURATION  

 

R1 

router ospf 5 

router-id 1.1.1.1 

log-adjacency-changes 

network 210.103.5.12 0.0.0.3 area 0 
network 1.1.1.1 0.0.0.0 area 0 

 

 

R2 

router ospf 5 

router-id 2.2.2.2 

log-adjacency-changes 

network 210.103.6.0 0.0.0.3 area 0 

network 210.103.5.4 0.0.0.3 area 0 
network 2.2.2.2 0.0.0.0 area 0 

 

R3 

router ospf 5 

router-id 3.3.3.3 

log-adjacency-changes 

network 210.103.5.0 0.0.0.3 area 0 

network 210.103.6.0 0.0.0.3 area 0 
network 3.3.3.3 0.0.0.0 area 0 

 

ISP 

router ospf 5 

router-id 5.5.5.5 

log-adjacency-changes 

network 210.103.5.12 0.0.0.3 area 0 

network 210.103.5.8 0.0.0.3 area 0 

network 210.103.5.0 0.0.0.3 area 0 

network 210.103.5.4 0.0.0.3 area 0 

network 210.103.5.128 0.0.0.127 area 0 
 

 

R4 

router ospf 5 



 

router-id 4.4.4.4 

log-adjacency-changes 

network 210.103.5.8 0.0.0.3 area 0 
network 210.103.7.128 0.0.0.127 area 0 

 

NOTE: soal tidak menjelaskan secara detail routingnya dan tidak ada ospfv3 jadi hanya routing ipv4 

 

Point 3 dan 4 L3 CONFIGURATION  

R3 
Int g0/1.10 

Standby 104 ip 192.168.10.254 

Standby 104 prempt 

 

Int g0/1.20 

Standby version 2 

Standby 20 ip 192.168.20.254 

Standby 20 prempt 

Standby 20 priority 101 

 

 

 

R2 
Int g0/1.10 

Standby 104 ip 192.168.10.254 

Standby 104 prempt 

Standby 104 priority 101 

 

Int g0/1.20 

Standby version 2 

Standby 20 ip 192.168.20.254 

Standby 20 prempt 

 

 

 

 

 



 

Point nomor 1 dan 2 service konfigurasi 
R3 

Ip dhcp pool VLAN20 

Network 192.168.20.0 255.255.255.0 

Default router 192.168.20.254 

Ip dhcp exclude address 192.168.20.1 192.168.20.10 

 

 

 

R1 
Ip dhcp pool R1 

Network 172.16.10.0 255.255.255.0 

Default router 172.16.10.254 

Ip dhcp excluded 172.16.10.1 172.16.10.10 

 

 

Point nomor 3 Service konfigurasi 

 

R3 
int s0/0/1 

ip nat inside 

int g0/1 

ip nat inside 

int s0/0/0  

ip nat outside 

ip access-list standart  INTERNET-ACCESS  

permit 192.168.10.0 0.0.0.255 

permit 192.168.20.0 0.0.0.255 

ip nat inside source list INTERNET-ACCESS interface Serial0/0/0 overload 
 

 

R2 
int s0/0/0 

ip nat inside 

int g0/1 

ip nat inside 

int s0/0/0 

ip nat outside 

ip access-list standart  INTERNET-ACCESS  

permit 192.168.10.0 0.0.0.255 

permit 192.168.20.0 0.0.0.255 

ip nat inside source list INTERNET-ACCESS interface Serial0/0/1 overload 
 

 

R1 

Int g0/0 

Ip nat outside 
Int g0/1 

Ip nat inside 

ip access-list standart  INTERNET-ACCESS  



 

permit 172.160.10.0 0.0.0.255 

ip nat inside source list INTERNET-ACCESS interface g0/0 overload 
 

 

FW1 

Int g1/1 

Ip add 210.103.5.129 255.255.255.128 

Nameif outside 

Int g1/2 

Ip add 172.16.20.254 255.255.255.0 

Nameif inside 

## by default inside have security level 100 and outside 0 

Route OUTSIDE 0.0.0.0 0.0.0.0 2.10.103.5.254 

object network NAT 

subnet 172.16.20.0 255.255.255.0 

nat (inside,outside) dynamic interface 

## kita harus menambahkan access list agar bias test ping  

access-list internet extended permit icmp any any 

access-group internet in interface outside 

 
 

 

Point nomor 4 service konfigurasi 
 

ISP 

Ip ssh version 2 

Crypto key gen rsa 

Yes 

1024 

Line vty 0 4 

Transport input ssh 

Login local 
 

 

 
 

 



 

  
 

 
 

 
 

 

 
 

 
 

 

 

 

 

 

 
 

 
 

 

 

 
 

 
  

 

 

 

 

 

 
 

 

 

 
 

 
  

 

 

 

 

 

 
 

 

 

 
 

 
  

 

 

 

 

 

 
 

 

 

 

 

 
 

 
  

 

 

 

 

 

 
 

 

 

  
 

 

 

  
 

 

 

  
 

 

 

 

 

 
 

 
  

 

 

 

 

 

 
 

 

 

  
 

 

 

  
 

 

 

  
 

 

 

 
 

 

 
 

 

 

 
 

 

 

  
 

 

 

 
 

 
 

 

 

 

 

 
 

 

 

  
 

 

 

  
 

 

 

 
 

 

 

 
 

 

 

 
 

 

 

  
 

 



 

 

 
 

 

 
 

 

 

 
 

 

 

  
 

 

 

 
 

 
 

 

 
 

 

 
 

 

 

  
 

 

 

  
 

 
 

 

   



 

  



 

 

  


